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COVID-19 Infection Survey: methods and further information

COVID-19 Infection Survey: methods and
further information

This methodology guide is intended to provide information on the methods
used to collect the data, process it, and calculate the statistics produced from
the COVID-19 Infection Survey.
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Coronavirus response information governance hub

Find out how NHS Digital is using your data in its work to support the government response to coronavirus (COVID-19).
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Coronavirus (COVID-19) response transparency
notice

We are undertaking a range of work to support the government response to the coronavirus outbreak. This notice details our
legal bases for processing personal data in the course of this work.

Page contents Types of organisations we may share your data with
O —)
The types of organisations we may share your data with include:
Top of page o the Department of Health and Social Care and other government departments, as part of the government
) response to coronavirus
Purposes for which we may process « NHS England
your data © Public Health England
e GPs

The controller of your personal data . N
e Clinical Commissioning Groups

Our legal basis under GDPR * Local Authorities
e other NHS, health, or social care organisations
Types of personal data we process e NHS bodies in Scotland, Wales and Northern Ireland
researchers involved in COVID-19 studies, such as university researchers, hospital researchers, pharmaceutical
How we obtain your personal data companies (for example, those who have developed a new vaccine), or clinical research organisations (private

companies that help to run clinical trials)

Who we share your data with

We may also share your information with organisations who process personal data for us on our behalf. They are

How Iong we keep your pe rsonal data called Processors. Where we use Processors we have contracts in place with them which means that they can only wwge of%

for process your personal data on our instructions. Our Processors are also required to comply with stringent security "/ \

- requirements when processing your personal data on our behalf. ;/’/ \\\;

Where we store the data We will also publish data we have obtained for COVID-19 purposes which is anonymous, so that no individuals ”l; ] s\\

Your rights over your personal data and can be identified from that data. This will enable NHS and other organisations to use this anonymous data for "I \
statistical analysis and for planning, commissioning and research purposes as part of the response to % 1996 <

further information " e

coronavirus.
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Coronavirus (COVID-19) response transparency ‘
notice
We are undertaking a range of work to support the government response to the coronavirus outbreak. This notice details our .

legal bases for processing personal data in the course of this work.

researchers involved in COVID-19 studies, such as university researchers, hospital researchers, pharmaceutical
.

companies (for example, those who have developed a new vaccine), or clinical research organisations (private
D

companies that help to run clinical trials)
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General Practice Data for Planning and Research ‘ J‘

(GPDPR)

NHS Digital's daily collection of GP data will support vital health and care planning and research.

What the data will be used for

Patient data collected from general practice is needed to support a wide variety of research and analysis to help
run and improve health and care services. Whilst the data collected in other care settings such as hospitals is
valuable in understanding and improving specific services, it is the patient data in general practice that helps us
to understand whether the health and care system as a whole is working for patients.

In addition to replacing what GPES already does, the General Practice Data for Planning and Research service will
also help to support the planning and commissioning of health and care services, the development of health and
care policy, public health monitoring and interventions (including coronavirus (COVID-19) and enable many
different areas of research, for example:

1. Research the long-term impact of coronavirus on the population

There is a lot about coronavirus that we do not know, including the long-term health impacts. Patient data from
GP medical records will be very important in the coming months and years, as scientists analyse and understand
the impact of the virus on human health.

2. Analyse healthcare inequalities
For example, to understand how people of different ethnicities access healthcare and how the outcomes of

particular groups compare to the rest of the population. This will help the NHS to assess healthcare inequalities
and make any necessary changes to its services.

3. Research and develop cures for serious illnesses Ve by,

=
i

For example, patient data is being used by the University of Oxford RECOVERY trial, which has found ways to

N
Pz

W )
improve the treatment for people with coronavirus. 3 $
Researchers have previously used patient data from GP medical records to show that there was no association "‘" ] \\‘\\
between the measles, mumps and rubella vaccine and the development of autism; to confirm the safety of the 5, 1996 «

meningococcal group B vaccine; and to investigate whether certain medications increase the risk of cancer. % bison Ve
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General Practice Data for Planning and Research ‘ J‘

(GPDPR)

NHS Digital's daily collection of GP data will support vital health and care planning and research.

NHS Digital will collect:

v/ data about diagnoses, symptoms, observations, test results, medications, allergies, immunisations,
referrals, recalls and appointments, including information about physical, mental and sexual health

v/ data on sex, ethnicity and sexual orientation

v/ data about staff who have treated patients

NHS Digital does not collect:

X name and address (except for postcode, protected in a unique coded form)
X written notes (free text), such as the details of conversations with doctors and nurses

X images, letters and documents

X coded data that is not needed due to its age - for example medication, referral and appointment data e of fg,
. 4 \
that is over 10 years old /4 Y
7 AV
/ |
X coded data that GPs are not permitted to share by law - for example certain codes about IVF treatment, ’;, ’ \\\\
and certain information about gender re-assignment { y
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(GPDPR)

NHS Digital's daily collection of GP data will support vital health and care planning and research.
Opting out

If you don’t want your identifiable patient data to be shared for purposes except for your own care, you can opt-
out by registering a Type 1 Opt-out or a National Data Opt-out, or both. These opt-outs are different and they
are explained in more detail below. Your individual care will not be affected if you opt-out using either option.

Type 1 Opt-out (opting out of NHS Digital collecting your data)
[ ]

We will not collect data from GP practices about patients who have registered a Type 1 Opt-out with their
practice. More information about Type 1 Opt-outs is in our GP Data for Planning and Research Transparency
Notice, including a form that you can complete and send to your GP practice.

.
. General Practice Data for Planning and Research: NHS Digital Transparency
Notice

How and why NHS Digital collects, analyses, publishes and shares data collected from GP
practices for planning and research.

é

If you register a Type 1 Opt-out after this collection has started, no more of your data will be shared with us.

If you do not want NHS Digital to share your identifiable patient data with anyone else for purposes beyond
your own care, then you can also register a National Data Opt-out.

National Data Opt-out (opting out of NHS Digital sharing your data)
L)

R,
We will collect data from GP medical records about patients who have registered a National Data Opt-out. The "} \
National Data Opt-out applies to identifiable patient data about your health, which is called confidential patient /," ‘\\
information. ‘/ ' \t
NHS Digital won't share any confidential patient information about you - this includes GP data, or other data we ,tl ] @*
hold, such as hospital data - with other organisations, unless there is an exemption to this. ‘" \
) ) ) ) ) s, 1996 2y
To find out more information and how to register a National Data Opt-Out, please read our GP Data for % L 1 NVER

Planning and Research Transparency Notice.
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General Practice Data for Planning and Research ‘
(GPDPR)

NHS Digital's daily collection of GP data will support vital health and care planning and research.

P2 BT A B PP B ) — 3R

2:3

Withdrawal of Data Provision Notice

Further to the announcement made 8 June, the implementation of GP Data for Planning and
Research has been deferred to provide more time to speak with patients, doctors, health

——

charities and others.

The Data Provision Notice has, therefore, been withdrawn and no action is required by GP
practices or GP system suppliers in response to it.
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The challenge of opt-outs from NHS data: a small-
area perspective d

Frédéric B Piel &, Brandon L Parkes, Hima Daby, Anna L Hansell, Paul Elliott

Journal of Public Health, Volume 40, Issue 4, December 2018, Pages e594-e600,

M@).m%/pubmed/fdyow

‘Published: 26 March 2018} Article history v
PDF Nl SplitView ¢¢ Cite A Permissions <5 Share v

Topic: national health service (uk)

Issue Section: Perspectives
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The Observer @ This article is more than 10 months old
NHS

NHS data grab on hold as millions opt
out

A plan to share GP data was set to launch in September, but an
online summer campaign has prompted widespread dissent

Chammda
Jayanetti

Sun 22 Aug 2021 08.15
BST

0O 'We want to see promises delivered' - privacy campaigner Phil Booth of medConfidential.
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Publication, Part of [MI] National Data Opt-Out

[MI] National Data Opt-out, July
2021

Other reports and statistics

Publication 22 Jul 2021

Date:

Geographic England

Coverage:

Geographical GP practices, Clinical Commissioning Groups, Sustainability and

Granularity:  Transformation Partnerships, Clinical Commissioning Regions, Local
Authorities

Date Range: 01 Aug 2020 to 01 Jul 2021

There were 3,032,917 national data opt-outs as at 1st July 2021, an increase
of 1,275,153 compared to 1 June 2021.

As at 1 July 2021 4.97 per cent of the population registered with a GP

q,e ot&bb

AN

0, 199

practice have a national data opt-out, an mcrease of 2 08 percentage point

compared to 1 June 2021.

e R R R S s

e\“\ \
i 25



Amip

(7)) BHEBAER LN —F

The challenge of opt-outs from NHS data: a small-
area perspective 3

Frédéric B Piel ™, Brandon L Parkes, Hima Daby, Anna L Hansell, Paul Elliott

Journal of Public Health, Volume 40, Issue 4, December 2018, Pages €594-e600,
https://doi.org/10.1093/pubmed/fdy059
Published: 26 March2018 Article history v

PDF BN SplitView ¢¢ Cite A Permissions «§ Share v

The Journal of Pathology: Clinical Research
J Pathol Clin Res May 2022; 8: 209-216

Topic: national health service (uk) Published online 17 February 2022 in Wiley Online Library
(wileyonlinelibrary.com). Dol: 10.1002/cjp2.263

The ethical challenges of artificial intelligence-driven digital
pathology

Issue Section: Perspectives

Francis McKay'* ©, Bethany | Williams®®, Graham Prestwich®, Daljeet Bansal?, Nina Hallowell't and
Darren Treanor?3>671

'The Ethox Centre and the Wellcome Centre for Ethics and Humanities, Nuffield Department of Population Health, University of Oxford,
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Though opt-in consent (whether broad, dynamic, or
meta) might offer alternatives for enhancing autonomy
for data subjects, it can be difficult to administer at
scale or for retrospective data, and would likely also
reduce participation rates, compromising the utility of
the database as a result [17,18]. Opt-out models are
arguably easier to implement, though we recognise
that there are risks with these models as well. For
instance, it is questionable whether opt-outs provide
genuine choice if patients are unaware of that option
and it is possible that they can introduce bias into the
data set if certain groups of people opt-out )
R public eneasement would limit the risk |
former. Regarding the latter, it is not known what the
specific risks are for digital path(mgy, though there
are reasons to be optimistic. For instance, the latest
figures for the national data opt-out (for September
2021) show an opt-out rate of 5.35% [20]. According
to one study, this is Wigm'g the tolerances of a mean-
ingfully representative study of population health,
which puts participation requirements at 90% [21].
That said, biases remain a theoretical possibility ﬂ?s-
tematic opt-outs occur within that margin (and espe-
cially if the margin grows).

These risks notwithstanding, following the national
opt-out, we argue, is a reasonable and practical alterna-
tive to opt-in measures, providing patients with auton-
omy around sharing de-identified data, while
balancing that against the need for maximising data
sharing and protecting patient confidentiality. As with
privacy, we also advise that opt-out risks should be
continually monitored and mitigated where possible.
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UK Data Reform Proposals (?)

Ministerial foreword

Data is now one of the most important resources in the world. It fuels the global economy, drives science
and innovation, and powers the technology we rely upon to work, shop and connect with friends and
family. Now that we have left the EU, we have the freedom to create a bold new data regime: one that
unleashes data’s power across the economy and society for the benefit of British citizens and British
businesses whilst maintaining high standards of data protection. As Digital Secretary, achieving this goal
is one of my Ten Tech Priorities.

Today’s publication of the Government’s proposed reforms is a key milestone in that journey. They build
on the current regime - aspects of which remain unnecessarily complex or vague, and which continue to
cause persistent uncertainty over three years after its introduction. Our ultimate aim is to create a more
pro-growth and pro-innovation data regime whilst maintaining the UK’s world-leading data protection
standards.

The reforms outlined in this consultation will:
)

e strengthen our position as a science superpower, simplifying data use by researchers and
developers of Al and other cutting-edge technologies

e build on the unprecedented and life-saving use of data to tackle the COVID-19 pandemic

o secure the UK's status as a global hub for the free and responsible flow of personal data -
complementing our ambitious agenda for new trade deals and data partnerships with some of the
world’s fastest growing economies

e reinforce the responsibility of businesses to keep personal information safe, while empowering
them to grow and innovate

e ensure that the ICO remains a world-leading regulator, enabling people to use data responsibly
to achieve economic and social goals

The Erotection of people’s personal data must be at the heart of our new regime. Without public trust, we
risk missing out on the benMy responsible data u: o offer. And far from
being a barrier to innovation or trade, we know that regulatory certainty and high data protection
standards allow businesses and consumers to thrive.

Chapter 1- Reducing barriers to responsible innovation
1.1 Introduction
1.2 Research Purposes
1.3 Further Processing
1.4 Legitimate Interests
1.5 Al and Machine Learning
1.6 Data Minimisation and Anonymisation
1.7 Innovative Data Sharing Solutions
1.8 Further Questions
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UK Data Reform Proposals (?)

Consultation outcome

Data: a new direction - government

response to consultation

Updated 23 June 2022

Contents Introduction

Introduction

About the consultation The government launched its consultation ‘Data: a new direction’ on 10 September

Executive summary 2021 toinform its development of proposals to reform the UK’s data protection laws,

Chapter 1: Reducing barriers to to secure a pro-growth and trusted data regime as part of the UK’s National Data

responsible innovation Strategy. ——
EEE——

Policy paper

National Data Strategy

Updated 9 December 2020

Contents
Ministerial foreword
Executive summary

1. About the National Data
Strategy

2. The data opportunity

w

. Missions

IS

. Datafoundations: ensuring
datais fit for purpose

(0 L

5. Skills: Data skills for a data- ; ‘ \
driven economy and data- 1 \
rich lives 7 \)

6. Availability: ensuring data v Y,
is appropriately accessible M \\;

7. Responsibility: driving safe \ v
and trusted use of data @\ \\‘

8. Nextsteps 1996 P /

Glossary %"‘@m NVES

Annex A - List of actions and
owners



UK Data Reform Proposals (?)

Use of Personal Data for Research Purposes

The DCMS recognises that the current laws around the
use of personal data for research purposes are
complicated.

The proposed reforms focus on removing unnecessary

hurdles to better enable researchers to unlock more
personal data for responsible research uses.

s, 1996



UK Data Reform Proposals (?)

Use of Personal Data for Research Purposes

Some of the proposals are:

Clarifying and creating more certainty around what
"research purposes" means in practice;

Incorporating definitions of “scientific research”, “historical
research” and “statistical purposes” into the legislation; and

Creating an exemption to the requirement to provide
transparency information to data subjects when information

1s not obtained directly from the individual.
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UK Data Reform Proposals (?)

Use of Personal Data for Research Purposes

48.

The government proposes cIariuing in legislation that data subjects should be allowed to
give their consent to broader areas of scientific research when it is not possible to fully

identify the purpose of personal data processing at the time of data collection. The
government also proposes stating explicitly that the further use of data for research

purposes is both (i) always compatible with the original purpose and (ii) lawful under
Article 6(1) of the UK GDPR.
. ___________________________________________J

The government welcomes views on the following questions:

Q1.2.8. To what extent do you agree that it would benefit researchers to clarify that
data subjects should be allowed to give their consent to broader areas of scientific
research when it is not possible to fully identify the purpose of personal data

processing at the time of data collection?

(¢]

O O O O

Please explain your answer, and provide supporting evidence where possible.

Strongly agree

Somewhat agree

Neither agree nor disagree
Somewhat disagree
Strongly disagree

9 Recital 33, UK GDPR

10 |bid.
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UK Data Reform Proposals (?)

Re-use/ further processing of Personal Data

The DCMS plans to widen and clarify the
circumstances 1n which data may be re-used and
provide clarity on how organisations can better
differentiate between new and further processing.

G,
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UK Data Reform Proposals (?)

Legitimate Interests

Often businesses and organisations seek to rely on their
legitimate business interests as the required legal basis
for processing personal data.

In order to do so, under the UK GDPR, a balancing
exercise must be undertaken weighing the business'
legitimate interests against the rights of the relevant
data subjects.
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UK Data Reform Proposals (?)

Legitimate Interests

The DCMS has recognised many organisations’
concerns about the time and effort these legitimate
Interests impact assessments can take.

The DCMS proposes to introduce a limited, exhaustive list
of legitimate interests for which organisations could use
personal data without applying the legitimate interests
balancing test.

The list 1s likely to include processing activities undertaken
to prevent crime or report safeguarding concerns, or which
are necessary for other important reasons of public interest.
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UK Data Reform Proposals (?)

- Innovative data sharing solutions

This industry 1s nascent and the government sought
views on 1its role in enabling the activity of data
intermediaries.

A range of open questions were asked about what
lawful grounds might be applicable to data
intermediary activities, and conferring data protection
processing rights and responsibilities to data
intermediaries.
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UK Data Reform Proposals (?)

B
- Use of Personal Data for Research Purposes

Draft guidance on
the research

provisions within
the UK GDPR and
the DPA 2018

Does the GDPR still apply?

Yes. The GDPR is retained in domestic law as the UK GDPR, but the UK has the
independence to keep the framework under review. The ‘UK GDPR’ sits alongside an
amended version of the DPA 2018.
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R T
- Use of Personal Data for Research Purposes

What is research related processing? ...........ccceoeeeevereeeerereeseesesesesesesesesesesssesnnes Principles and grounds fOr ProCessing .........ccoeeeereeeniniireniniesesiee s eenene 16
AL A ZLANCE ...ttt ettt ettt et et ne s st eb s se bt eeae s nesseneaens AT @ GIANICE....eeeveeeieiieie ettt e bt e s e s ss s beebesaeaesreebe e b aeeaenaereerean 16
I dELAIL..oec e e s I detail .o e s 16
What is research related processing? ..........oceeceeeeeveinenreeneeneesresvesnenesssesnenns What do the data protection principles say about research?...........cccccueueuue. 16
What is archiving in the public Interest?...........ccoevereivieereereririnreceeree e What does the purpose limitation principle say about research?.................... 17
What are some indicative criteria for archiving in the public interest? ....... When is a new purpose compatible with our original purpose?...................... 17
What is scientific or historical research?............cccoceevvivievieviecrineniecreceeeee What does the storage limitation principle say about research?.................... 19
What are some indicative criteria for scientific or historical research? ....... What lawful basis should we use when processing personal data for research

What is processing for Statistical PUIPOSES? .....oooee.eeeressssseeeeersessesseeresesssn Telated PUIPOSES? ...uviuiiiiiiiiiieiieie ettt sttt st sae b b sa e saes 21
What are some indicative criteria for processing for statistical purposes?.. What about CONSENE?.......couiiiiieiieiiiiiiecet e s e 21
What is the research condition for processing special category data? ........... 23
What is the research condition for processing criminal offence data?........... 25
What does ‘Necessary’ MEAN? .........cccccueeveeeerierieeseereesreriessaessesseesessesssessessessenss 26
When is research related processing ‘in the public interest’?.........cccccevevrenes 27
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Some examples of the form this benefit could take are:

e improved health and wellbeing outcomes;

e improved financial or economic outcomes for individuals or the
collective public;

e the advancement of academic knowledge in a given field; or

e the provision of more efficient or more effective products and services
for the public.

It is your responsibility to demonstrate that the processing you are proposing
ﬁmmu may want to consider the ‘breadth
and depth’ of that public benefit: that is, what proportion of the public are
benefitted by your research processing, and by how much. Something that

benefits a small number of people by an insignificant amount is unlikely to
have a strong public interest case.
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