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Vulnerabilities in mPOS Black Hat Researcher Hacks Credit
devices could lead to fraud Cards
and theft Newly released tool grabs credit card account ID data off magnetic

strips, RFID chips

Vulnerabilities in mPOS (mobile point-of-sale) machines could allow malicious
merchants to defraud customers and attackers to steal payment card data,

oo ; WASHINGTON -- BLACK HAT DC 2008 -- Ever wonder what's on that
Positive Technologies researchers have found.

magnetic strip on your credit card? Researcher Adam Laurie did, and here
today at Black Hat DC he demonstrated and released a tool he developed fo
hacking credit-card mag strips as well as RFID chips implanted in some card

Laurie, best known for his Rfidiot set of tools for hacking all things RFID
(building passes, animal ID tags, passports, etc.), showed how his new Chag
tool could find account identification data stored on a credit card. Chapy is a
Python-based script Laurie wrote that works with a card reader to scan and
clone the data stored on the credit card.

“I had been wondering what was on my credit card,” says Laurie, whose tool
for now only works with Personal Computer/Smart Card (PCSC)-based

Source:https://www.helpnetsecurity.com/2018/08/10,t¢chnolegy.

https://www.ithome.com.tw/news/125208
https://www.darkreading.com/attacks-breaches/black-hat-researcher-hacks-credit-cards/d/d-id/1129311
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The hackers will always attack the weakest point and the weakest point is the user.
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Researchers from Positive Technologies claim |8
that Visa card vulnerability can bypass
contactless limits

NoCash \ Cybersecurity \ Researchers from Positive Technologies claim that Visa card vulnerability can bypass contactless limits

RERE—EENEEERRD - SEEE18PaVHlE - M_LERE24/N
RHERS | TEBNEXEE - 386TSXRER | ZEZETTOEHA—E
RI-RTE - R R SRTRVSE R a7 |

ERRIR (1122 (2019) - ELMEAERINEEVisaK B~ A TR~ EERE - ITHOME
[2]https://nocash.ro/visa-card-vulnerability-can-bypass-contactless-limits/
3lhttps://kknews.cc/zh-hk/tech/gg943vy.html
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PRESS RELEASE | NOVEMBER 30, 2017

World Bank Announces Settlement with Oberthur
Technologies SA

investigation, its voluntary acknowledgment of misconduct and the
B iR 2GR https://www.worldbank.org/en/news/press-release/2017/11/30/world-bank-announces-settlement-with-

oberthur-technologies-sa
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in Dark net

Surtace Web

>90% of Internet
= Unindexed Internet

Dark Web (Darknet)

- Subset of Deep Web
- Hidden Services

2020 © E THFEESH Institute for Information Industry



}

AR ERE

=l
=i
i

SE2TESPHERNBEHRE?

2200 B2 Unacademy AAFERNERHARIEE

B i

S
| it

RE3 Fay 67 BEMBENIMNEREZIRE

50 2 Zoom IRIREMRM LHIRE

2020 © B THSEHER Institute for Information Industry



=
>|.
il
IEI

&%imaYEkE (1)

FFRELAB(BRITIERE)

SE2EREHER - SFRATIERI2000E FEHEAER - MBS
ZAXPRRITER - GIMNITARIBISHE FERARIREEMARS (=X
=N ) - BIBBEERELY - EHERERFD -

RGHEIET ) B FRIER150% &
@ TEFEE | 08 Domgs © f =

201728 18H 141056

R AM KRR

-

ANAZ 3 4D 48 2% BERA B #i& % & 54 3%
B5 R0k

@.)

BARATH A

2020 © ES| TS #® Institute for Information Industry



=)
>|.
il
=
i

mAYE bz (2)

EEEEEZESEZEA(BAREXRZE)

ABERBECHBEASRAERNERIREZN - RERS 2 EIRN
£H - FUBRESERPHRABZRERZBDEHE (ER ) BEREX - W
o] AfRemail R HEAE £ 4% - =

l,,_ .
Iﬁ*

7 B %k, WX
A \) . (*/
COVID-198/ & L%
WE  EENEBENRIGEZENARERNEE - \L
i BEERBARPRPMNVESERVESIRPLEEARAGEIR - . ol
HTE . EEHERNNSESERERBGIER  BHPETEHUE=E - /i
EOKE . ERRIBAFRESE U EAARETEHEMILEEEE) - LU - ’ Kt '

Source:https://zi.media/ @yidianzixun/post/hAWGMn B

9 2020 © E T #E D Institute for Information Industry



m A = B&E R RAYEE (3)

EEENEREE pRRMEERILEE

- REPFEERRER  BESHEAER - IUEE—FEAN
=KRER - 82F%E MBERBEE - RAEMULEHERE LRER
- BEEEREERTE (ZARMEER )  EHXBLAEATETL—
HRIRSE - EECERNSEREAEA RAREFSERERERD -

» Taiwan, with an advanced IT infrastructure, faces growing threat from cyberattacks, as many
other highly internet-connected countries do. Taiwan faces further challenges from China,
which has launched persistent attacks against Taiwanese government computer systems and
targeted personnel, and engaged in disinformation campaigns.

)

Cross-strait
Relationship

Local Media Content ~ Social 4/  Military Politic
Farm Media

Source:TeamT5
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II EX1:Control the influx of information

Taiwan’s Department of Cyber Security issued a report that there
were 360 successful attacks on government systems, and 288 of
these were launched by Chinese network forces.

Source:TeamT5
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Content 11
Farm %;%EEE?E Local Media
v' Specifically used for
v’ Attracting Titles v i . . sharing articles to groups
: . High penetration rate in Facebook : . :
v' Contents are different from the title in glj'ai?/van v Sharing articles to its own
v Low quality content v iy : group
Mostly political articles i i
v Content farms created by the same yp v Sharing articles to other

person share similar style groups as soon as ltis
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