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« TAHR PAS 2014 &Z5E: B ARRE https://www.tahr.org.tw/publication/1369

Electronic Frontier Foundation EFRIFEEEE https://www.eff.org/
Course materials FRI2 &
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Surveillance Bii%

« A notion of comprehensiveness: Time duration, spatial extent, sizable population, fine
resolution, long-term archive, on-demand analysis
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« Surveillance can be on a group, on a target, or on an unknown;

Surveillance is done by governments, corporations, and individuals
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» Surveillance can be mutual, e.g. the use of Amazon Ring in a community;

Cross-breeding, e.g. Amazon Ring and the police departments
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“Ring cameras turn neighborhoods into surveillance networks. But do they really slash crime?” Glenn Harvey / for NBC News

https://www.nbcnews.com/news/all/cute-videos-little-evidence-police-say-amazon-ring-isn-t-n1136026
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(Data) Surveillance (&#*}) B

« “Collectit all, tag it, store it. ... And whatever it is you want, you go searching for it.”

- what had been said about Keith B. Alexander's program at the NSA
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« Power asymmetric in surveillance IE¥IFERIESIRAIA

- Surveillance leads to behavior change and coercion EiiZENEITAIES EHyikEs
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“... people are reluctant to use their
rechargeable Octopus cards for fear of leaving
a paper trail of them having been present at the
protest.” — @maryhui, Jun 12, 2019

https://twitter.com/maryhui/status/1138675837
165641733/
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« PIDs link together multiple entities, cross-reference various attributes
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« PIDs of things: phones (IMSI/IMEI), IP addresses, MAC addresses, car
license plate numbers, e-payment card numbers (anonymous or not)
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« PIDs relating to people: national IDs, credit cards, bank accounts, login
names, social media handles, nicknames
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Persistent Identifiers (PIDs) 3F4&:851E

« PIDs of activities: transaction records, serial numbers, etc.
B EBIRVRHER RS . RS 4L BMmIE. FIREE

« PIDs are machine readable and embedded in daily activities
FrEsn iR AnEsEEN, AEEEPREEE

* PIDs can be unique; even if not so still useful in cross-linking entities and
activities
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Profiling 3. R4S

 Profiling on a group, on a target, or on an unknown

- What can be inferred about a subject based on the data already
collected about them? How can these profiles be used for profits
and/or against them?
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» Continuous profiling based on data collected from consumption
behaviors, social media and interactions, transportation logs, etc.
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Profiling ZlffT. =4

 (conceptual) comprehensive surveillance vs. fragmentary profiling
(#S L) BEEEeEn: BlEEERE
» (pragmatic) PIDs interlink various profiles from multiple sources
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By Shizhao, CC BY SA 3.0, https://commons.wikimedia.org/
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Both images by Solomon203, CC BY SA 4.0, https://commons.wikimedia.org/

Jason Howie, CC BY 2.0,

https://www.flickr.com/photos/jasonahowie/7910370882
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Digital Footprint ({1 &5

» Digital footprints are embedded with PIDs
LB BF P ER E R s hl B

 Interlinked PIDs leads to accurate profiling
B SRz ER A S B ARV S 4E

» Large-scale accurate profiling is surveillance
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