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' OUTLINES

® UK Google DeepMind Case
® Secondary Use of Health Data under the EU GDPR
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Royal Free - Google DeepMind trial failed to
comply with data protection law st @

How HIV treatment cate 03 July 2017
becameglobal

voe News
The ICO has ruled the Royal Free NHS Foundation Trust failed to comply with the Data
Protection Act when It provided patient detalls to Google DeepMind.

‘The Trust provided personal data of around 1.6 million patients e part of a trial to
test an alert, diagnosis and detection system for acute kidney injury.

But an ICO Investigation found several shortcomings in how the data was handled,
Including that patients were not adequately Informed that their data would be used as
part of the test.

(E3] S

aEw i

ROYAL FREE HOSPITAL- GOOGLE DEEPMIND ) T

® UK’s Information Commissioner's Office (ICO) ruled that the Royal free
London, National Health Service (NHS) Foundation Trust failed to comply with
the Data Protection Rule. (July 2017)

® Information Sharing Agreement (Sep 2015)

® DeepMind would process patient records in the past 5 years with personal

identifiable information held by Royal Free to develop a new smartphone app D s
called “Streams”. . L

® DeepMind had received 1.6 million patient records without patients’ consent

® No prior consulting to relevant regulatory bodies (ICO, HRA) al \z (U

Accelerated detection and direct notificatior
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INFORMATION COMMISSIONER'S OFFICE (1€0)

® Data transfer without explicit consent
® No privacy impact assessment had been carried out
® The scope of data transfer was too much extended
® Data Controller (Royal Free) vs Data Processor (DeepMind)
® DeepMind defense:
(a) direct care (no explicit consent required)

(b) the app would not apply any of the machine learning or Al techniques.

THE CONCERNS FROM THE SOCIETY

® Care. Data Programme (2014)

® DeepMind was able to access all data stored at the Secondary User
Service (SUS) database as there is no separate dataset for kidney conditions,
including sensitive data and day-to-day hospital activity

® Opt out issue: patients need to write to GP for opting out from the SUS
database.

® Data could be used to build other tools: Google DeepMind refuses to discuss
what other tools it could build based on the data

® Transparency & Accountability

Non-direct care
purposes, including
unconsented research

Type 2

Type 1
Non-direct care
purposes with
exemption from Type
2, including consented
research

[eP l‘=|=’
\ Care and national
screening

ey Flow of personal confidential information

‘ THE CONCERNS FROM THE SOCIETY

® Care. Data Programme (2014)

® DeepMind was able to access all data stored at the Secondary User Service (SUS)
database as there is no separate dataset for kidney conditions, including sensitive
data and day-to-day hospital activity

® Opt out issue: patients need to write to GP for opting out from the SUS database.

® Data could be used to build other tools: Google DeepMind refused to discuss what
other tools it could build based on the data

® Transparency & Accountability

® Data monopoly by Mergers and Acquisitions

Al AND PRIVACY

® Al system depends on ingesting as much training data as possible— it is
adverse to the goals of privacy for data minimisation.

® Privacy impact assessment -- Q: how do we value fairness and accuracy in
the assessment?

® Adaptive algorithms are changing constantly, and even the designer may not
fully explain the results they generate.

® Q: the right to explanation under the EU GDPR?

® Transparent + Comprehensible
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WHAT IS THE EU GDPR?

European Union General Data Protection Regulation

the European Parliament aims to protect the personal data of its citizens in all 28 EU member states

£XX ¢akes effect
MAY 25,2018

worldwid

A notification i
fines S\ protection
non-compliance are up to emcompasses a wide variety of personally
. ) identifiable information, for example
€20 MILLION . DATA ON A PERSON'S RACE
OR affected individuals POLITICS
within 72 hours WEB BROWSING COOKIES
4% OF ANNUAL WW REVENUE BIOMETRICS
e,

help becoming EU GDPR compliant? we can help!

rsisecurity.com | 858,




Paruasiveness
o Information
Technology
Relevance of
Data Fromection

Tigntening
ot mtona Havbor
OF Laws  deciared invalid

Source: The International Association of Privacy Professionals
Ernst-Oliver Wilhelm: A brief history of the General Data Protection, (download date: 2016. 11. 20)
https://i icle/a-brief-hi f-the | y I

View by: | Privacy and Data Protection by Country & Q

B Minimal |
L. Government surveillance may impact privacy

B Most L no

No legislation or no information B Premium content

W some

Data Protection around the
world

Choose  country in the map to display detais

Leafiet | ® OpenStreethian contributors. CNIL Map Datas (03/08/2018)

EU GDPR DATA PROTECTION PRINCIPLES

©® Data Minimisation
® Purpose Limitation
- Secondary use of data
- Compatibility test
® Transparency
- Data controller & data processor
- Notification

® Accountability

‘ PERSONAL (DATA SUBJECT) AUTONOMY

® Consent
- Freely given, specific, informed, unambiguous
- Unspecific future uses?
® Right to Erasure
- Right to be forgotten
- Data retention period

The EU implemented several
exceptions and special rules for
scientific research

* Broad consent (Recital 33)
* (broad) definition of research (Recital 159)
* Further processing (Article 6)

* Processing sensitive data without consent
(Article 9)

* Consent and reconsent (Article 9, Recital
52)

* Exemptions from the new rights (e.g.,
Article 17 - right to be forgotten)

 Appropriate safeguards (Article 89)
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Definition of scientific research purpose

Defining scientific research is crucial because of the research exceptions
Scientific research:
-interpreted in a broad manner
-including privately funded research, and
- studies conducted in the public interest in the area of public health
(Recital 159)

!

Proposal (Recital 126):
) -‘broad manner’, and
- studies for public health were missing

Further research, secondary purpose

Article 6(4) implies that a researcher may further process data for a
research purpose, even if research was not the purpose for the original
collection,

If the further processing is “compatible” (context analysis)

Further processing for scientific research purposes should be
considered to be compatible lawful processing operations

(Recital 50)

Article 6 (4)

Where the processing for a purpose other than that for which the personal
data have been collected is not based on the data subject's consent or on a
Union or Member State law ... the controller shall, in order to ascertain whether
processing for another purpose is compatible with the original purpose, take
into account:

Any link between the original and new purpose

the context in which the personal data have been collected

nature of the personal data, in particular whether special categories of
(sensitive) personal data are processed

possible consequences of the intended further processing

a
b
4

2

e

existence of appropriate safeguards, which may include encryption or
pseudonymisation.

§

Processing sensitive data without consent I.

GDPR Article 9(2) h

- preventive or occupational medicine

- medical diagnosis

- management of health or social care sy
and services

on the basis of Union
or Member State law

Processing sensitive data without consent II.

GDPR Article 9 (2) i
necessary for reasons of public interest in the area of public health
e.g.,

-ensuring high standards of quality and safety of health care and medical
products or devices

-protecting against serious cross-border threats to health

on the basis of Union
or Member State law

Processing sensitive data without consent lIl.

GDPR Article 9 (2) j

necessary for

-archiving purposes in the public interest,
-scientific or historical research purposes or
-statistical purposes

on the basis of Union

or Member State law
Safeguards
(Article 89)
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RIGHT TO BE FORGOTTEN (RTBF)

As it can be a problem for the integrity of a researcher’s dataset,

the GDPR sets up an exception for scientific research (Art. 17 (3)) to
limit the RTBF:

- Data processing is necessary

-RTBF render impossible or seriously impair the achievement of the
objectives of that processing

-(biobank practice: withdraw at any time)

THANK YOU FOR YOUR ATTENTION
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Can Nonhuman Author?
Rethinking Copyright Through
Algorithmic Authorship

Shun-Ling Chen
Institutum lurisprudentiae, Academia Sinica
Nov 29, 2018

Copyright (US Law)

* Expressions of ideas fixed in tangible medium
« To promote sciences and culture

* Property rights as economic incentives

« “Limited” period of time

* Low threshold
* Minimal originality
* Fixation

* Uniquely human?
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Can nonhuman animals author?

Monkey Selfie (1)

* Slater’s initial account:
* camera was left unattended
« the monkeys, “known for their intelligence and dexterity”, accidentally
triggered the shutter

« Slater’s later account:
* He made artistic choices and interventions

* Monkey selfies found on Wikimedia Commons
* Slater sent a take-down notice to Wikimedia Foundation
« Wikimedia Foundation: monkey selfies are not copyrightable



Monkey Selfie (2)

 Naruto, PETA v. Slater

« Dr. Antje Engelhardt, primatologist, helped PETA to identified Naruto

« Strengthened PETA’s “next friend” position

* Monkeys can perform activities that lead to copyrightable works

* Naruto has self awareness and cognitive ability

* Naruto may not have intended to produce copyrightable work but
copyright law does not require intention

* Naruto should have copyright and the economic interests should be
used to benefit him, his family and community

Monkey Selfie (3)

* Ninth Circuit decision:

« PETA does not have the “next friend” position to sue

* Monkeys do not have standing to sue under copyright law

* No words on whether nonhuman animals can perform creative functions

« Copyright implies “humanity” — capable of inheriting economic interests

« Animals should not be permitted to sue in human courts .. unless Congress

says otherwise

Can Al Author?

OBVIOUS (2)

* OBVIOUS used off-the-shelf technology?

* Human intervention in GANs generated
art
* A Human designed the network
* A Human chose the data set
* A Human trained the network
* A Human curated the resulting Outputs

* Who contributed
* Goodfellow - GANs developer
« Barrat, curated the data set
* Barrat, trained the network
« OBVIOUS?
* Who deserves copyright? For what
reason, to what exten?
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OBVIOUS (1)

* Renaissance style portraits of the
fictional Belamy family

* Open source Generative Adversarial
Networks (GANs)

* Training material: 15K portraits (14-
20t century)

« Discard images appear machine-
made

« Algorithms are able to emulate
creativity

« Algorithm signed: "We’d rather give
credit to the algorithm.”

minmax E.[log(D(x))] + E-[log(1 — D(G(z)))]

Copyright scholarship on Al (1)




Copyright scholarship on Al (2)

1. Al generated works are copyrightable. Al cannot be author nor copyright
owner
* Human-centric
* Identify human contributors (end users / programmers / their employers) as authors
and owners
2. Al generated works are copyrightable. Al can be authors but not owners
* human centric in ownership but not in authorship
« Identify human contributors (end users / programmers / their employers) as owners
3. Al works are not copyrightable.
* Human centric — fear for singularity
* No need to provide economic incentives - no copyright or thin copyright
* Sui generis law
4. Still sci-fi, Al generated works are copyrightable. Al can be authors and
copyright owners of the works they generated.

5. Alauthorship discussion is overhyped.

Different treatment of Al and nonhuman animals

* Nonhuman animals

* Focused on individual case/work

* Human centric

* No copyright

* No discussion of nonhuman animal’s creative process
* Al

* Focused on Al as a method

* Not necessarily human centric

« Copyrightability

« Some discussions on Al’s creative process

Legal Personhood for Nonhuman? (1)

* Nonhuman legal personhood : an oxymoron
* Inclusion of nonhuman subjects into the human moral/legal community

« Developments in personhood of nonhuman animals or nature — protect
from harm, not to allow claims

* But not all protection from harm/restoration is applicable
* Habeas Corpus — not for animals because lack of moral agency
* Civil law suits for injuries — slippery slope

Al and Copyright (1): Results-oriented

* Copyright is to encourage more works
* Al-generated works have the appearance of being copyrightable
* Al has the potential of cranking out copyrightable works

* Making Al-generated works copyrightable can encourage the
deployment/development of Al and promotes the legislative purpose
« Utilitarian — how to best incentivize, which human individual to incentivize
* Users —if contribution exceeds minimum originality
* Programmers — when emphasizing Al contribution (already incentivized by software
copyright? )
* But
* No discussion on potential liability and how that may provide disincentive
* Little discussion on how thin or thick copyright should be
« Little discussion on the potential of causing unnecessary roadblocks
* Little discussion on the potential Into heighten tension between the copyright industry and
the public
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Legal Personhood for Nonhuman? (2)

* Moral anxiety in line-drawing between human and nonhuman
 Persons without moral agencies are still persons. Higher level of proof is
required when applying similar status to nonhuman. (Boyle)
« Sentient being, self-consciousness, intelligence, moral agency, etc
* Copyright has its own boundary problems/moral anxiety, e.g. orality,
tradition/original expression
* Avoid the question of legal personhood, but purposes and policy
goals of a specific law

Al and Copyright (2): Creative-process-oriented

* Human creativity as the core of copyright law
* Al can emulate human information processes which resembles human
creativity
« Line-drawing for authorship: intelligent, but not necessarily sentient or
self-conscious
* Another line-drawing for copyright ownership: moral agency
« Policy: in order to license and encourage further usage
« Policy: Al does not need to be incentivize by ways of owning property
* Work-for-hire: “Al authorship” as a technical tool for tweaking copyright
« Other policy goals still needs to be addressed: e.g. level of protection,
can there be fair use claims
* Less inconsistency between nonhuman animal and Al authorship



Challenges brought by nonhuman authors?

« Creativity may not be uniquely human, but copyright is and has a set
of specific policy goals.

* Whether we include nonhuman in our realm of copyright involves a
set of philosophical and political decision, and should take into policy
goals into account

* As of now, things as usual since Al are not autonomous yet, scholars
agree nonhumans do not have property rights, and they focus on
which human individual to reward.

* Yet, the rise of Al may help us to reflect on existing copyright
doctrines. E.g. is minimal originality enough? how relevant is fixation?
should one have the intentions to author/infringe?

Thank you.

shunlingchen@sinica.edu.tw

Boundary drawing

* Minimal originality

* Fixation

* Consciousness

* Intentionality

* Human origin

* Authorship/Ownership
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Second-wave Al

Causal Explanation as a Partial
Solution to Mitigating Algorithmic
Harms

« First wave

* Rule-based expert systems
* Second wave

« Data-driven analytics and machine learni
* Third Wave

+ Omnipotent post-human

Wen-Tsong Chiou
Associate Research Professor

Institutum lurisprudentiae, Academia Sinica, TAIWAN

Two Types of 2W Al Correlation v. Causation

[457M | Ageregate comic
book sales

Computer science
Goctorates awarded

200

<To emulate human behaviors CORRELATION IS NOT CAUSATION!

falling telovisions

M (CE CREAM SALES
B SHARK ATTACKS

* image recognition

enroliment at

« image diagnosis expert system
U universities

900 a6
. . U WAR MAY QUL SEP MoV, wc:omadoes Sburkma:: N
-To discover hidden patterns o ot s e e EEFFPErrrry La 2
* association discovery algorithms ot e, i e o bk i it s v
©  “The death of theory” . o

eobefienmage37504185 docsnormesn-cusston)

o besocgporsssoe o)

Reasonable Inference! Questions raised

* What would be the potential harms posed by the use of
association discovery algorithms?

* Should there be limits of using association discovery algorithms
beyond which relying on mere correlations as the basis of
actions or decisions becomes unjustifiable?

+  “human intelligence is substantially influenced
by both inherited and environmental factors
and that it is a better predictor of many
personal dynamics, including financial income,
job performance, birth out of wedlock, and
involvement in crime than are an individual's
parental socioeconomic status”
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1/3 reference point

* Unscented

lotion and pregnancy

2/3 reference point

* Felt pads and creditworthiness

E 2
. CREDIT
l SCORING

* Paradox: tension between transparency and accountability

3/3 reference point

* Recidivism
- COMPAS

risk assessment in sentencing

e

B T S B vt sam D v e

Compas defense

100% 7

Chance of recidivism
g 3
® o

»
R
=

Recidivism rates by risk score

L T S T e S

5 6 7 8 9 1
Risk score

Source: Sam Corbett-Davies et al, A computer pr

~ Black
— White

biased against blacks It actually not that dear
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3/3 reference point

* worries about algorithmic harms:

« |.disguise discrimination

COMPAS defense

Black. White
£ 15004
s
2
2
2 10l W reotinsed
5 W0 rotreotons
H
g
= 5001

o= Low Medium/High Low Medium/High
Risk category

used for bail and biased against blacks.Its actually not that clear



3/3 reference point 3/3 reference point

* worries about algorithmic harms: * worries about algorithmic harms:

* |.disguise discrimination? * |.disguise discrimination

* Q:Would current antidiscrimination laws or equal * 2.black box
protection jurisprudence find fault with decisions based on * Q:what information is considered necessary for understanding
statistically accurate correlation inference ? (downstream the methodology and thus allowing the defendant to contest
inquiry) the scientific validity and accuracy of the algorithm? Is
correlational explanation enough? (upstream inquiry)

Downstream strategy Is Correlation Inference Rational?

* Two forms of discrimination * correlation produced by ADA

* Against

* unjust distribution of social goods and services
« generalization = individual level

* lack of instrumental rationality

« sheer animosity toward those long subordinate to the dominant * Masquerading animosity )
groups « For
* concern of exclusionary politics in the society « correlation can fill in the gaps that exist because of the _
limitation of information necessary for “decision-mak. '

purposes of decision-making purposes of decision-making

Relying on correlation bridging Relying on correlation bridging

“to change the course of actions (prevent shark attacks): “To change the course of actions (prevent pregnancy):

Q e

“to guess/predict the probability of occurrence (ice cream demands):

: . )
7 Al
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Limitations of Downstream Strategy

* Current anti-discrimination and equal protection laws are of
use only for combating:

* irrational discrimination, and

« discrimination based on specific protected attributes

Upstream Solution

* Existing literature:

+ Transparency does not necessarily require a

decompositional approach to look into the internal
structures, logics, numbers, and statistics of algorithms.

« correlational explanation

* counterfactual explanation

Upstream Solution

* Existing literature:
« correlational approach
* correlation explanation
* counterfactual explanation
* Problems
« transparency and accountability paradox
* trade secrets obstacles

« Self-fulfilling prophecy

Upstream Solution

* An alternative: Causal explanation
* Rule I:

+ Obligation to provide a true causal explanation, which
permit correlations be tested counterfactually in a world
beyond algorithms, should be imposed on those who make
algorithmic decisions that produce legal or similarly
significant effects.
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Upstream Solution

* An alternative: Causal explanation

* 3 levels of causal reasoning (Pearle & Mackenzie)

* Association (correlation): seeing and observing
* Intervention: doing

* Counterfactual: imagining and theorizing

Upstream Solution

* An alternative: Causal explanation
* Rule 2:

for those decisions that are legally allowed to appeal to ignorance, for example,
when the precautionary principle is required to prevent an otherwise serious
and irreversible envir | damage, a j for the leap of faith can
be provided in place of a causal explanation. Such a compromise not only
allows decision-makers to weigh and strike a legitimate balance among different
values. It also urges the decision-makers to reflect more on the necessity and
legitimacy before relying on association-based algorithms.




legitimate appe;
to ignorance
(avoiding type Il

with legal or similarly
significant effects

\

causal explanation or

causal explanation

justification for
appeal to ignorance

| sound science

robable cause
grror) / (avoiding type | error)

pregnancy prediction for
marketing purpose

without legal or similarly significant effects e

Article 22
Automated individual decision-making,
including profiling

* |.The data subject shall have the right not to be subject to a
decision based solely on automated processing, including
profiling, which produces legal effects concerning him or her
or similarly significantly affects him or her.

Article 22
Automated individual decision-making,
including profiling

* 2. Paragraph | shall not apply if the decision:

* (a) is necessary for entering into, or performance of, a contract
between the data subject and a data controller;

* (b) is authorized by Union or Member State law to which the
controller is subject and which also lays down suitable measures to
safeguard the data subject's rights and freedoms and legitimate
interests; or

* (c) is based on the data subject's explicit consent.

Article 13
Information to be provided where personal
data are collected from the data subject

* 2(f) the controller shall provide the data subject with the following
further information necessary to ensure fair and transparent
processing: the existence of automated decision-making, including
profiling, referred to in Article 22(I) and (4) and, at least in those
cases, meaningful information about the logic involved, as
well as the significance and the envisaged consequences of such
processing for the data subject.
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Article 22
Automated individual decision-making,
including profiling

* 3.In the cases referred to in points (a) and (c) of
paragraph 2, the data controller shall implement suitable
measures to safeguard the data subject's rights and
freedoms and legitimate interests, at least the right to
obtain human intervention on the part of the

controller, to express his or her point of view and
to contest the decision.

Recital 71

* In any case, such processing should be subject to suitable
safeguards, which should include specific information to the data
subject and the right to obtain human intervention, to express
his or her point of view, to obtain an explanation of the

n reached after such assessment and to challenge the

decision.




Article 22
Automated individual decision-making,
including profiling

* 4. Decisions referred to in paragraph 2 shall not be Thank you
based on special categories of personal data referred to

in Article 9(1), unless point (a) or (g) of Article 9(2)
applies and suitable measures to safeguard the data
subject's rights and freedoms and legitimate interests are
in place.
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