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REFEGE "R 2 AR RN EEEZ FIE > NS - 260 E
B  TEUARBEAE 106 R 525 54 5 BN EER ERHE S Bl akaitE
HE > EEAE BB E TRRRTEER et E CEE R SR E AR
H o (FEREl B R IFEANERD) - HEZEHRENEEREEHET]
IR A (E A 2 Bk AR rE R L 3 Bl b B (850 < BRI E & e R 5
#f Cindividual event) &k} - W13 EYE ~ FERIRES - BREELCHREY) > LIF
JER = T BUATHTRE L 2 05 o (2 HE PR A BB (& A HI BT E RLE S B E A
Bkl LB AU wEE > (A LR -

(=) CEioAEiR:

o FHE £ BRI 22 RN B R S B A s b sk FLE N Ese 2l E] -
it L 0 B  BIERHE B EE IR S (8 N &R A 2 E & AT - (B
ZETEEANE R R E LA iE 2 BOARRR] - a02EE] T @R IRk ] B E L

(Health Insurance Portability and Accountability Act of 1996 Privacy Rule - f&5f#H
HIPAA (EHH #5222 4 5 safe harbor g 28 s B 57 1 7 (expert determination )

3% Article 2 of the GDPR, “ 'personal data' shall mean any information relating to an identified or
identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly
or indirectly, in particular by reference to an identification number or to one or more factors specific to
his physical, physiological, mental, economic, cultural or social identity.”

¥ TEEREARE T o M E R AR 2 B CAE AN 2 EEACER ) - R R a8 A
Techniques, 9 (2014).

38 45 CFR §164.514(b)(2)(0).



2 Fi% B de-identified JI2FP*%1% 2 Bkl EIREZ HIPAA {38 f2FFERY
BXEE GDPR TLAM A HRIREREA - &AL (anonymous) 7 EREH 2 fi A H S T
EE AN ZF2E > JREIA—Y) &3 7574 (all the means reasonably to be used ) #H4E
SHEREE(E A #sE (relate) - HJE GDPR 2 Higif g -

B2 et i 25 B AR B 2 #R D - Al e Sg TR L B s S AR R e
BE A ZHEEE IR 2 AHE WSR2 e B R R e s R T \TH AT
AR (identifiers) {F R HRE R AR > (EMHEN BB LG ERE
HHAZE (reasonable level of justified confidence standard ) - BEE SN E A EE
BAIER Ry BAs 2 0 0 RN L 2 GDPR sl B Bl B - b2 BiE
BN FAECE E R EAE (BRSNS BN E 1) 2 EAEEHEN A
AEE - EEFEARE RIE 2 o OB E A B I BREERIRF B OV BAE (R AL
B MR AR E K N2 07 S A S > A I (B By Big 2 1135
o [HIREEPMEE AR N ANE (R EEEN) Z A AIAR IR
MR E BT A B EUTE DA By B RA B Ry s i 2 A5 HI B R e 3B EE
HEGRaREBEVERERTRE 2 10ABW » EEFE -

HFE#E—Bim HIPAA ZHH - §1¥2 (RE(EFI &N (protected health

information - f&f% PHI ) ~{FREfEFE - HEE AR TEBER ) 3¢ TR ) meEa4d
fEH T 288AE ) s CROFRBEI(EEEHE) - EEE LA B

3 45 CFR §164.514(b)(1), “Implementation specifications: Requirements for de-identification of
protected health information. A covered entity may determine that health information is
not individually identifiable health information only if: (1) A person with appropriate knowledge of
and experience with generally accepted statistical and scientific principles and methods for rendering
information not individually identifiable: (i) Applying such principles and methods, determines that
the risk is very small that the information could be used, alone or in combination with other reasonably
available information, by an anticipated recipient to identify an individual who is a subject of the
information; and (ii) Documents the methods and results of the analysis that justify such
determination.”

40 45 CFR §164.502(d)(2), “Uses and disclosures of de-identified information. Health information that

meets the standard and implementation specifications for de-identification under § 164.514(a) and

(b) is considered not to be individually identifiable health information, i.e., de-identified.”

4l Recital 26 of the GDPR -

42 45 CFR §164.514(b)(2)(i), “The following identifiers of the individual or of relatives, employers, or
household members of the individual, are removed: (A) Names; (B) All geographic subdivisions
smaller than a State, including street address, city, county, precinct, zip code, and their equivalent
geocodes, except for the initial three digits of a zip code ... (C) All elements of dates (except year) for
dates directly related to an individual, including birth date, admission date, discharge date, date of
death; and all ages over 89 and all elements of dates (including year) indicative of such age ...
(D) Telephone numbers; (E) Fax numbers; (F) Electronic mail addresses; (G) Social security
numbers; (H) Medical record numbers; (I) Health plan beneficiary numbers; (J) Account
numbers; (K) Certificate/license numbers; (L) Vehicle identifiers and serial numbers, including
license plate numbers; (M) Device identifiers and serial numbers; (N) Web Universal Resource
Locators (URLs); (O) Internet Protocol (IP) address numbers; (P) Biometric identifiers, including
finger and voice prints; (Q) Full face photographic images and any comparable images;
and (R) Any other unique identifying number, characteristic, or code....”

43 Chris Achatzand Susan Hubbard, US vs. EU Guidelines for De-Identification, Anonymization, and
Pseudonymisation, 20 No. 11 J. Internet L. 1, 7-8 (2017).

4 Avner Levin and Mary Jo Nicholson, Privacy Law in the United States, the EU and Canada: The
Allure of the Middle Ground, 2(2) U. Ottawa Law & Tech. J. 357, 357 (2005).

4 1d. at 390.
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https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=8490b40f8ddb1b658047bf74d1757b07&term_occur=5&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.514
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=8490b40f8ddb1b658047bf74d1757b07&term_occur=6&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.514
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=a55d8f9a9fcf79c61c0b6dd67d827bf7&term_occur=1&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.514

AR BRI AR #0 R 4 EFE R A Gt EeRt IR Al ~ A% R DURERR
W3z B B PR PR % B RHE A IR W0 N as e ~ BT/ TR &R~ A
FHE (covered entity ) BT -

ISR HIPAA BRSREE R b2 e s ~ TSR - B AREE
TR BE A4 e B AR e SR [ m (R AT 22 Ry T (N 2 B » TR (R Y R b
e Z RS AR S RO BE - {2 ol S e E R eI e | - SR T A RIS = (R I
PEACI U R E S WA E IR R R B Z AR P - 1= e Al b2
P AL 2 (EE DI DASEES | TR A pa B D e E RPN E e
— SR EHN RS ZNE - (HATE R RBAHUEE T2l T2 UEER A
HHRE EAGH 2 HAEGR R o ZEE ) (106 FEREHIF5E 54 5L ) ~ ARl A
acr{t T [HFRBURDERE € E8 2 A &R, [LIRAREN A 2 B, (106
FREHTEE 54 9 ~ ARl T TEZBEAEER (NEBESsEE
wE R (SR s B R A IR R e T H 2 520 JRE R e Mb (103 4
T 5 120 SRADR) - HRY T EEHNE ) 2R OIEE e

=~ BRHbZHEE

#E—2 > BEERI bRl Z s sm AR RS A b A > TR 2
bz FIE > FERERE e i Rl A o i PR AR R R AR R e B 5
A CENEER R E RO Ry AT A S AFE S - Al B R =
NGRS - GIREEEEBR B AR - BN RES IR T &k
dote g R B R A R EE T A e R e < B F A ) ZHE (2
FevE R BER (A IE DAL 2 8 FE B g bt B AR IR > ATk
B TR AR E R - S TBUARAE 103 ST —F5 120 SR
iR TR EREHERZE WA > JELIE RS ~ ARt EE ~ G D B
AEPERERERRZ ATRE ) RS TEUABLRY 106 fEEHIFEE 54 SREDURE
MIEZ R R REREEEEE T EF | B EREAE 2 vaE » ZERHE
A REMGEE Ry B BRI B B RS e B IR VI 2 Ran b= et (S (EE R
B E T EEEGE ST > A9 R & R BARLE -

BATBUERE 2 HIETE AR B E S W S 8 1 - DABRBEWP 21675 535 Ry fol
HAFEZ BEDPD > T S AT AEF =R B T-E% | (all the means likely reasonably to be used
to identify the natural person) FEf5#Z R % 2 SR EREHENE =FM ==
R FIHE A B R B A R (A 2 RS (GDPRAFMEGEILIER®) + i
HEHETEAE (ER LG Z B B R HERIE B = A\ B ESn) (il
TEUERE 2 R (BRI GEZ &R B EE B IRUEARARI AT ) R[E - 5
=2 WP216E RLE Tk » Bl CEREEFE LM E RIS (dataset) A5

4 CFR 88164.514 (c) - (h).

47 Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Techniques, 9 (2014).
48 Recital 26 of the GDPR, “...To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out, either by the controller or by
another person to identify the natural person directly or indirectly. ...”.
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BRHEEREERS - (B Y EEZ M E R EE X LA 2 @4 (event-level )
JFAETTERAIER - st ER R R el B E A BRI &R
HEEEREEERZERHE 2 RAG T 3ECHIER - SRR 4G a8 R &R
X4 (aggregate ) &R HE B E A4 A E YR (individual events are no longer
identifiable ) 0% - Rzt ERHEGE W BELER - 8BS - = E @
METE R R - ERHZEHRIER BB e n] 2 B R Fe fh4a5e = AFIH
Z % 2 B A S R R E A E R ? WP2167 BT Rl A —E » 1 E
s OB P ERE R (BB =A) yal3T A (access) RG] AIE
o AlZERE (S EECEr) R ST EAER  BRIEER
EHEMERZ A ER - iEREZAERNECEEFHAERTE=AN (X
UEA B — 2 i) A\ B 2 I T 160% ) - AR AT AL BRI S
ELEER 2 EE? -

#— > GDPR F R LE R (ERVE ) n] & i aE FHy NE AR L
FrE B AE) AR EE 2 EER (KRS AR ERE @%yk—
TS HEVIEFTE S a3 FE e 2 #aE) 3 BEpmt - s> ﬁﬁ%ﬁm
£ 103 s —5F 120 R h DUB R &R (BE A& frJr HLE) A
O ERERET & B THA T’E?%#Ul%ﬁ&%@fﬁ%ﬂm@E%%&%UZﬁE
HZNMHE; GDPR Z AR Ly 5R - (HAFFIEREHE By {EBRIEMHED [~ - BERE
?E%%Z#U@ﬁ)ﬁ%iﬁﬁﬁT%ﬂi SV E L ECGE = A DL E R B A
ANz &HagE TR (GIFaHage 2 Akl HIJE GDPR FraliRE) » H
NGRS E % EaR N TS A T &3 a]8E (reasonably likely to be used) |
AEBAREIRE » A TSR PTRCEEM - IR SO TEREER 2
Fh SRR e B T A5 4>

1% i RECEE AR Patrick Breyer v. Bundesrepublik Deutschland ( A &)
f8 IP Il AEEAER Z Fig) LEZHENE » JRa] & B A3 h1E
ZHEEE R ERRA® - EAZEY > FHPE %frﬁl%ilﬁiﬁf‘%ﬂ%ﬁﬁm EFE=

(ISP &) EABELEGEEANNEMERZF T » B A% 4 unhr )

49 Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Techniques, 9 (2014).

% Id.

5 Id.

52 1d.

53 Recital 26 of the GDPR.

5 See id, “... To ascertain whether means are reasonably likely to be used to identify the natural

person, account should be taken of all objective factors, such as the costs of and the amount of time
required for identification, taking into consideration the available technology at the time of the
processing and technological developments. ...”

5 QOpinion of Advocate General Campos Sinchez-Bordona delivered on 12 May 2016 (1) Case
C-582/14 Patrick Breyer v. Bundesrepublik Deutschland (Request for a preliminary ruling from
the Bundesgerichtshof (Federal Court of Justice, Germany)),
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d0f130d5ee615ecdad 1f44e2850989
689e041359.e34KaxiLc3eQc40LaxqMbN4Pa38Te0?text=&docid=178241&pageIlndex=0&doclang=E
N&mode=Ist&dir=&occ=first&part=1&cid=76592
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R8 IP fizib R SR I AR « WERBUAERS E R 0% DPD ILAM S
26 fFRATIE.Z T S EE AR M FEES T ) IR A AR LR BB = AR
Z BN AT S ARV ERER A T BB ) HUSEE R RNEREHE
(ISP 3% ) AREMEIRAARMIE MERAIEAERTHE = - HE=A (4HEuh
PERE) M E LA R EBE AR HEEREEAN S0 ZERHEIES
{EAERET o (HEAFIBUT S BCRRZE G R E RfE - 50% DPD ILEMHE
26 fRIGARPRE & S A Al s 2 FIE A LA T A BRI B — R = AR A &
R Bl = NMEERE R E B IS a (AUHRR AT &) Z &k
B3 = AMIRE G VA BB RS A RG] B s [ (5 AT S Ho A F A = -
UZF IR SR E B E A ft B 2 Bl A% B e B A PR (LA R B
ERMIERA A E AR 5 2 » Bl ISP SEFHRHE 2 BhR8 IP I ATE50 2
{6 AN EEH - RIS - RHUSEIRE 1P ALhE{&(H a] DU 2 B EL Fr 7
A Z EMEREEE TR RPEE A > AEZEIRR 1P A AEERHE I ERAE R E A
B BB ZGRE P80 BB = AR EER (ZERAS AR R
AERIME - ANENRR IP fzik) Z HEVEREEEGZERESEA > PEEZEHTFE
BT R ERL AR EE N G AT A M L 2 BRI A
NERP S 2 B h H R EIRR 1P (i~ B # R R E (A4
WD) o JIER IPS SEELCER ZBIRE IP (AL A= &0y B A L R E
BN GHEFRENT A - HEHER IP ALHEE LB N ANERE L R B E A -

Bl AR AR TR e E R > HIRREHIE IR A& RN - R E syl e
FEZER - BMEEINS - S TEUABER 106 FEHIF5 54 sFHIATE L
Ll b Z A A BRI TBUR R 2 B A CROERIBIF Z S ERE) > B
ARHE— PSR PR R R A 2 TR E M -

BN - EORB e (LA H Z R B R R RS S A R 2 > (B4
FETFHR = AN R E R B A &R 2 BRHE T s b s T BUAR I

IRE) FriedEEs - MZE R 2 B RHEIEBE A ER MAHERZE =
& EE AR R AR E AR ER S T BUER R 2 SR - HE (T
BURBEAE JEAIAHE — 2 Sl H 2B A [R] B0 B S5 % P o) AT RE I 2 B e - K
JEREE R B FRAT S AT RE A7 B K - 35 (KB ER VAR AE Patrick Breyer
v. Bundesrepublik Deutschland 7l » (% Eegg 3R H E 5RENS &R A RS0

(CAffRERL) - SRR R Z s Ert i R sl TR (fRt) -
Aamaz LEAREHE R S E& R HE e - $9 AN RER REA R, - TIE
TyEs(E Nk BERARE 2 LR AR - #EAH SR FEEEIBUR AT - IEH 10

% 1d. at para. 26.

57 1d. at para. 33.

%8 1d. at para. 36.

% 1d. at para. 38.

80 4.

1 R TEUABERY 106 FEEEHITFES 54 SFAAREL R T EATEARZE it LaF NS S #1E
Rz RSN . (EENHEAFTEURCIS AR » BRI ERER IR 2 EZ
FrEE A E 2 8 ANER > REAFEERIIESER) - (EAGIEATERIEH - EERZ w130
PEE KR ERE. . R RAE RN - BN 2R M & AR E T8 b y 2 H8tE -

13



TNEREER (ISP 33 SHEUAEET A EARERRILE R (BIRE IP (rhk(EH=L
#) TEREEE (WIGZERE) - EHEIRRAA IR AR E R E B A
et ERIMERE RS S EEAHA Z SRR e @A SV H
B EAE - P E IR L2 E 2 ms ARG (A g R st 2 DR ) o
HREREERMSERFE " a8 Tl ER (8% 1P irih)
sk AR E B\ & 53 2 FIAE - SO R RS R R AT FE R AR Ryl A2

MARZRE ARG B T SE afRE A B ) ZRPETRRIE > Al 33
WABERRRE S = e B 2B R 2 B A T S AR R TR B F
fEZ5 8 Wit s = N E B Z HEZEHSIZENESEN > Z
BEORHME R A R 8 AN E R - (BB TEUABC A ILAI SR AR R PR <7 Z 2155 - A
S FETEUARBE R R BRI L 2 HIET - MEERETRR AR ~ (5 - EEEE A AR
g E R Z T AR B R R 2 R IR B RS S B A fl R R e A
ARE (103 FFF8 —F55 120 SEHR) © EE{TBUABIRE R R b 2 2k
WA ELET ZIE S E R E A = A B & AT T B R AR (R PR R R A 2 T
Ty (106 FEREHIFE 54 5HR) - BRAB T BUAR 2 1157 S (E
R AZE 5 (HETTBUABAE A T ARSR IR I 1785 2 B Rk
HE— R T BUER Z smil2 & BIEE T -

2~ N

SR AT A B3 > TRE (B AR S AR B T BURBAE (R R R ZE R 2 0T
5 W RN EZ W& 2 lse 2 RAE - WRBHIEEE T RIR
AUAMEE R HERFEERIRETEE NERIRE L2 I A — 20 A2 E
PR TR DL Z PREOGRH E R BEE E BRI UT ARG E AN &R
TR A R > A EEIRAE - NMEE N RAAEZ PrIE AT RE L 2 2R E > FAIH
(REPREEZ BRI ERER AT FE TR R © IRIE - AT AR B T B AR
TR HERES b2 MeE— DI (LB RS (L - BEBIREI(EE ARG R
BTS2 51

82 Opinion of Advocate General Campos Sanchez-Bordona delivered on 12 May 2016 (1) Case
C-582/14 Patrick Breyer v. Bundesrepublik Deutschland, paras. 72-74.
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