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=L AR E Whalen v. Roe ARt 2.2 HINE A FTIRIE 2 AL HE— T & 77 Fy

F&EARERL | (information privacy ) B M FEFAHE F | (privacy through autonomy ) ° >
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> ENERE 0 RKIAERETE 603 5%
http://www.judicial.gov.tw/constitutionalcourt/p03_01.asp?expno=603

b ROCHE > AR E S R EALRERE sy — 5 T BRI E AN B R R A B R | SR
PERTRE - H HIAEE - 168 B » H 177 (2009) -

5 Whalen v. Roe, 429 U.S. 589, 599-500 (1977).

6 1d. at 599.

7 1d. at 599-600. See also Richard C. Turkington, Legacy of the Warren and Brandeis Article: The

Emerging Unencumbered Constitutional Right to Informational Privacy, 10 N. Ill. U. L. Rev. 479, 498
(1990).
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DS A 1E By HI B 3% BB 6 8 8 & A P L 2 (8 &R AR EA R T 5
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EMA - A RHETERIE S BN ER Z IR - MRS ERAERES T/ R
BUFENAFIES -/ \RRUE AR » mETTEUARER 106 SFEHIFE 54
SRR NERGE K BRNE SIS (H B ZHREEERNE 2 E#5NE

¢ AR AEEETE 603 9% - See also NASA v. Nelson, 131 S. Ct. 746, 751, 760 (2011).
? Jessica C. Wilson, Protecting Privacy Absent A Constitutional Right: A Plausible Solution to Safeguarding
Medical Records, 85 Wash. U. L. Rev. 653, 671 (2007).

10 Tn re Crawford, 194 F.3d at 959; Fraternal Order of Police, 812 F.2d at 110.

Wbk, SRS 10303513040 5% EKFE ¢ https://mojlaw.moj.gov.tw/LawQuery.aspx °

" K. L. Hudson and F. S. Collins, Bringing the Common Rule into the 21st Century, 373(24)NEJM 2293,
2294 (2015).
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ZHEE A A o B ARMEST T AL ) 1E¥ > SUEE A RRGE - Rk T AL ) TR
ArESSA (AIRETEERANE SR E TRME 2 EE) - gz E/MhE TEAER | B
PERF > RERE I BV R TEE B¢ TRIA ) B E AR AR s ( TEE 1T
Ry EE L FISGRREERHE - T T FIAH ) TR EEEE 0GBk HEE) | -
** Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 4.5.2016, p.
1-88 (EU), at Recital 26 [hereinafter GDPR].

" Emma Swahne, Data Protection by Design and Default, 64 (Master Thesis, University of Lapland, 2016).
 Article 23 of the GDPR.

"7 Recital 23(c) of the GDPR, “In order to create incentives for applying pseudonymisation when processing
personal data, measures of pseudonymisation whilst allowing general analysis should be possible within the
same controller when the controller has taken technical and organisational measures necessary to ensure, for
the respective processing, that the provisions of this Regulation are implemented, and ensuring that additional
information for attributing the personal data to a specific data subject is kept separately. The controller
processing the data shall also refer to authorised persons within the same controller.”

** Sophie Stalla-Bourdillon andAlison Knight, Anonymous Data v. Personal Data - A False Debate: An EU
Perspective on Anonymization, Pseudonymization And Personal Data, 34 Wis. Int'l L.J. 284, 284 (2016). See
also C. Christine Porter, De-Identified Data and Third Party Data Mining: The Risk of Re-Identication of
Personal Information, 5 Shidler J. L. Com. & Tech. 3, 3 (2008).
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NEREARE R ZE (Opinion 05/2014 on Anonymisation Techniques > ffEWP216 )
Vo [ERTEIRARNS (RBAER) AT ERlEE - WA HRE BB TR ]
a2 BE A bEl - RESE R 4mi R R BEF R R E R EL B 245 M ~ R
DRI E NG 2 B 2t BRI B RFE” - &

-

" Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Techniques (hereinafter
WP216) (2014), available at
http://ec.europa.cu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp21
6_en.pdf (last visited Dec. 17, 2017).

?1d. at 7.
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BRI Z E ARl (BT ) fEMREmAT AT A2 Tk (FRETER T RE

' Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Techniques (WP216),
available at
http://ec.europa.cu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp21
6_en.pdf (last visited Dec. 17, 2017).

? 1d. at 3.

* Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the Protection
of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data.
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assessment ) SHIER ©

® Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Techniques (WP216), 3
(2014).
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27 Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Techniques, 7 (2014).
® 1d.

¥ UK ICO, Anonymisation: Managing Data Protection Risk Code of Practice, 36 (2012), available at
https://ico.org.uk/media/1061/anonymisation-code.pdf (last visited Dec. 17, 2017).
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R TECEIRAE 106 EREHITFE 54 SR » SRR kbR 75 B a1
FIBT » 25 S T R S BT (5 SR (R R R
A R R TR I AR  ERERE R R S aa HE
RS A 2O AR (R B RR T B e s > ok e e
I Cindividual event) 20k SR - FLIBARES - BESCIRET) - DITIE
B TR L 2 B - (I PR AN B B S H I kL 2 BB A
ek R LA - (DU S -
(=) HEBSABES

S BT IR R B RS B RN b P FUE AR 2R -
s PR R A BB TS B A TR 2 A TR

SEIEE AN E R R R BRI o 413560 AR EE CRs n B (L |
( Health Insurance Portability and Accountability Act of 1996 Privacy Rule fi&if# HIPAA )

U103 fERFEFE 120 SRR -

* Article 2 of the GDPR, “'personal data' shall mean any information relating to an identified or
identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social identity.”

7 AEECEARER T - S RISHRLZ TR OB Z Ok ) - 150l R8s ml il Z (8 A

232 YA

Techniques, 9 (2014).



IR ESE R 272 (safe harbor ) iRk "B E (expert determination ) 2 25 3%
AIME (de-identified) f2F %2 &kl - EJEEZ HIPAA fRe& fEFER"  BCE
GDPR 1A F7RER A » 482 b (anonymous ) 2 BRI 4 2 M 45 S T2 (i A
ZFEE » JREIDL—Y&HE 7554 (all the means reasonably to be used ) Fbf 2 Bl &
{E N\ 45 (relate) - {HIE GDPR Z Hdafg" -

B — 2 et i 25 B AR B 2 #R D - Al S g TR L B S AR R e
w BN HETEAE NI AR E - WISEE 2 22 B R E R E S bR/ E fl 6k
BIEHE (identifiers ) [ERIHEHR R Rak IRl > ([EAREN EBE N LI ERE
PEAZAE (reasonable level of justified confidence standard ) > EXEEEFHAFF a1 bR s
ANFRE Byt 2 R0 > WIRIEEZ2E GDPR Bk A b &kl 2 HEr - 12 EAE A
R B A A (EEE BB E ) 2 AR EEAEN A T4
HHIE « ERFEAERIE 2 OAEEEE A B T BRI E OIAEfRE AT R
U R B R E AN B N A S > B I e B A B RS 2 115
{EIREEEE AR HE N R33N CEESREEEN) Z Al A4
FARIEGET o > BB LA Ry R RA B Ry i AR I e A EFE TEE
BRFEREVEREATRE 2 IDAEW > S\1ERE -

* 45 CFR §164.514(b)(2)().

¥ 45 CFR §164.514(b)(1), “Implementation specifications: Requirements for de-identification of protected
health information.Acovered entitymay determine thathealth informationis notindividually identifiable health
informationonly if: (1)Apersonwith appropriate knowledge of and experience with generally accepted
statistical and scientific principles and methods for rendering information not individually
identifiable: (1)Applying such principles and methods, determines that the risk is very small that the
information could be used, alone or in combination with other reasonably available information, by an
anticipated recipient to identify anindividualwho is a subject of the information; and (ii)Documents the
methods and results of the analysis that justify such determination.”

45 CFR §164.502(d)(2), “Uses and disclosures of de-identified information.Health informationthat meets
thestandardandimplementation specificationsfor de-identification under§ 164.514(a) and (b)is considered not

to beindividually identifiable health information,i.e.,de-identified.”

“ Recital 26 of the GDPR °

45 CFR §164.514(b)2)(1), “The following identifiers of theindividualor of relatives, employers, or
household members of theindividual, are removed: (A) Names; (B) All geographic subdivisions smaller
than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except
for the initial three digits of a zip code +++ (C) All elements of dates (except year) for dates directly related to
anindividual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all
elements of dates (including year) indicative of such age -+ (D) Telephone numbers; (E) Fax
numbers; (F) Electronic mail addresses; (G) Social security numbers; (H) Medical record
numbers; (I) Health planbeneficiary numbers; (J)  Account numbers; (K) Certificate/license
numbers; (L) Vehicle identifiers and serial numbers, including license plate numbers; (M) Device
identifiers and serial numbers; (N) Web Universal Resource Locators (URLs); (O) Internet Protocol (IP)
address numbers; (P) Biometric identifiers, including finger and voice prints; (Q) Full face photographic
images and any comparable images; and (R) Any other unique identifying number, characteristic, or
code---.”

® Chris Achatz and Susan Hubbard, US vs. EU Guidelines for De-Identification, Anonymization, and
Pseudonymization, 20 No. 11 J. Internet L. 1, 7-8 (2017).

*“ Avner Levin and Mary Jo Nicholson, Privacy Law in the United States, the EU and Canada: The Allure of
the Middle Ground, 2(2) U. Ottawa Law & Tech. J. 357, 357 (2005).

® 1d. at 390.
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https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=8490b40f8ddb1b658047bf74d1757b07&term_occur=4&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.514
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=8490b40f8ddb1b658047bf74d1757b07&term_occur=5&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.514
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=8490b40f8ddb1b658047bf74d1757b07&term_occur=6&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.514
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=a55d8f9a9fcf79c61c0b6dd67d827bf7&term_occur=1&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.514

HFE#E— Dt HIPAA 2 - St RERFEE (protected health
information > f&f% PHID) Z{FHEfERE - HEEA(EA "EX% ) 2 "% mEd
A "Rk ) 2fbe CEOGREIEE AR ) - BEHEEERCA R
A TR B (& AR S RS BiETE B AT ERHER A - B0 DR
sz E R R R ERHE A IEE v N b ~ kR 1/ E A B &R~ E A
T (covered entity)) 2 EH{EZE" -

HESEE] HIPAA BAGHEIR# b2 €% ~ HABEGER > B RREEE
TR B A4 e B AR i SR [ m (R 22 Ry T (N 2 B » TR (R Y R b
e Z RS AR S R BE - {2 ol S e E R B REa | - SR T A RIS = (R I
PEC U R E S WA E IR R B Z AR P - 1= e A b2
P L AL 2 (EE DI DASEES | 1T BUAR A pa B D 2 s E RPN E e
— SR EHIN RS ZNE - (HAIAE R RBAHUEE T2l T2 UEER A
FHRTE TR 2GR o ZIEE ) (106 ST S4 9RHR) ~ ARk
At T AR USRS E EAe 2 A E R [AIR AR A 2 BEE (106
FREHTE 5S4 9880 ~ Al T TEZBEAEER ) (NEBAISEEE
= EORRUSEL R A B R IR R e TR 2 J7=0) JRER3#51(E (103 4
TP 5 120 FRAR) o HREE T RSN 2SR EIRE 2L

= BB ZEE

#E—2 > BEERIENR L Z s am AR RS A b A > JRRI 2
bz FIE > FERELE e i Rl A o i PR A R R AR R e B 5
A CBIEER R E E RSO e Ry AT A S A S - Al B R =
NEESAETE]) - GIREEEERR B AR - BN RES LS T &k
doate B R B SR A R R T A e R E 2 B F A, ZHE > (2
FevE B R EER (A IE DAL 2 A FE e s it B AR IR > A0k
B TAAP Y AR E SR - S TEUARE 103 FEFE —F58 120 SRR
iR TR EREEHEZE WA > ELIERRCE Z ARt EE - G n B
HEHEFSEERIZATRE ) - RSTEUERR 106 FREHIFEE 54 SRADIREE
MIEZ R R REREEEEE T EF | B EREAE 2 vaE » ZERHE
A REMGEE Ry B BRI A B B RS e B IR VB 2 R b et (BE(EE R
B E BT EIEERE ST > A9 R & R BARLE -

BITEUEAR 2 FETIE R EE S LR E R - DIBEEWP2168 RE Kl
HEZADPD Y " &HuJREFH %A% | (all the means likely reasonably to be used
to identify the natural person ) JEf&iZ B H (% ~ BB EHENE =AM S &0
B EIHE A E e MR R B B A ZAZE (GDPRHRESE ILIES") + Mkt

“ CFR §§164.514 (c) - (h).

47 Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Technigues, 9 (2014).

* Recital 26 of the GDPR, “:--To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out, either by the controller or by another
person to identify the natural person directly or indirectly. =++” .
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HIETTAE (ERLGRIEZE R B RHERIE IS = N\ B inAakn) HHEm & T
BUERE 2 R (EinEE RtaZ B E RS E B AR AR ) RE - 55
Z > WR2I6ERFT R » IS EREHECREAERE (dataset) ZTIEA1E
PHEEREERS - (5 A EREZ M E R EE LA 2 EREH (event-level )
R EAIER - At ERETR 2 BRI E B N BRI 2 &R
HATERNEHE R ZERHEE 2 R v 3 & RHIER - B0R R 4G T ek n &R &
e (aggregate ) &kt HAEBIERES AP #E% A (individual events are no longer
identifiable ) Hf - L ERHEGBSHHR BELERY - BBHfS » SE A EH 2B
BiE R R EER - BRHERIE A BT aR A 2 E BRI AR A4S B = A #
BRI %~ B R A A E S E R ? WP210E REZ A —E @ M Eik
AT AR P BRI R (B EE = A A #T A (access ) JRAATTak A &R -
RiZEklE (EaE RSt Tk BT aE A ERE  BRIFEkE
ARz AR EER - WEREZMERE . BFEHABERTE=A (XuhR
Ef— 2 mE N B BT IN160% ) - AR EBATES BRI EES
fE&klZ E&E” -

#E— > GDPR SR BRB(LER CERE R E ] S EsE Y NE R
FREEANER) AR BEEREER (KREER AN EEEEEE =
S EUERTE BRI &R #es) » Bapil ; 52 e TBUER
£ 103 FEfFFE—F5F 120 SR DB FEER TR (BE A ERH#ESE) g8
ERERERNBEEE A  (FAHEZEERERE S B L] 2 24
HEZRFd: GDPR 2B Ry Ba 5% o (HUERFREREAE oy TEBREERIE T > #EZRATK
B b HIETES EFTA T # ERHE B B0 = A DLE s 3 AN
2 EHEARETEY (FHIEEHEAIRE 2 kA F-EERIIFJE GDPR A& ) > (HIRER
BHIE% S ek FE e B/ T A RE (reasonably likely to be used) | ZH¥ &
FTE&ERZE > WETHRRFTECEER - B> FOETER R R
FEE AL B T 1S Al

1% MR B AEAF Patrick Breyer v. Bundesrepublik Deutschland ( 75 REEAE
IP firibE BB ENER 2 Fig) L ZFANS > IS8R & B Ak b2
WA RERRA - fEAZED » PR © WEIERIE T S > £ = A (ISP

4 Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Technigues, 9 (2014).
50
1d.

T Id

52 I d

* Recital 26 of the GDPR.

* Seeid, “--+ To ascertain whether means are reasonably likely to be used to identify the natural person,

account should be taken of all objective factors, such as the costs of and the amount of time required for
identification, taking into consideration the available technology at the time of the processing and
technological developments. *++”

* Opinion of Advocate General Campos Sanchez-Bordona delivered on 12May 2016(1) Case C-582/14
Patrick Breyer v. Bundesrepublik Deutschland (Request for a preliminary ruling from the Bundesgerichtshof

(Federal Court of Justice, Germany)),
http://curia.europa.cu/juris/document/document. jsf; jsessionid=9ea7d0f130d5ee6 1 5ecdad 1{44e2850989689¢0
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X%) BABUEESEANHMER G T - B8 EEZ A ERE 1P
ik SR E N« WERRBU EER S 2 R » 98F% DPD ILAFEHES 26 1%
FiTid . T B Al RE AT A B ) IR AT A =l LRl sE B = AR 2 &s
M TR S AR E A T &R AN . HESRINERIEREE (ISP
B ONREAL A ARAE MO B T2 =0 58 = ACHE )
& 2 M EHE A EEREE NS5 g ERHEIREE A &R
7o B BURIBUN R BR ERENZE AR E R - S8 % DPD LA 26 Rl
PRE & =5 A\ Al g < B A LU A ERE Y B — i PR A RIR - BIS56
= MEREREE RV E AR IS e (AUHPR AT E ) 28k (HEH=
9RE &7k HARE FEE A EREE 2 B sy e (3 o] UG EL M LA - DU S Ak
RIERFEEE Prie ftea B 2 Bkt AIZ Bk B P (R aE i B 2 BRI 6
HREANERT  F 2 - BI% ISP e dt 2 Bhak 1P A rr skl 2 (8 A &Eh
EEEUEERIE T S - HHUSEIRE 1P Arikie (8 o] U 2 B E A i~ FAth &
BHELE SRR E WA » AIEZEIRE [P Arak ERHE e A 8 A&k} - B
HEGUE ] EHE = AHER EER (ZERA S T gEG 3 -
WERE 1P fiztk) Z HAVEEEEBIZEREREA  IELHEER 21T HE
AR E BN G T E - HE CEZ EL i R 2 R R (8 R S
S BN EEERR P ik BAVEREE SR EE A (AR
83 o Al IPS ¥Eacsr 2 #h58 1P ik fEE S 7 B SN R e A
GELRTRETTE  OENAE 1P (AL E LI TN ERET R (E AR -

Bl AR AR TR e E R > HIRREHIE IR A& RN - e syl fE
BEHZER - BHEINE - &ESTTBUARAER 106 FEHIFE 54 SRHAIATERR
RN AT A E R TR 2 B4 CROERBUF Z S ERE) - H
ARHE— PSR PR R R 2 TR E M -

BOIM S (RRE SR A A 2 @R E PR R B w2 3 - BT
TEFEE = AN RS R EH A B R E 2 BT SR tb Y & e TEUABTELL
PRy BRIRERIA S 2 i R R R E R 2 el S A GHEE R E S
RE) FrlEiis - AlzmiE g 2 ERHEIEEE A ER MAAERZE =A%
B H[E AR R EE AR S TBUEN AR O 2 BB - (EfETT
BUEBEAE MEAI AR — T am il 2SR [E1ED R} e B & ekl o] ge i 2 B > 8L
AR A A EAH M 2 B RR L T BE 2 EIPKEL - ZEAKEEABL(E Patrick Breyer
v. Bundesrepublik Deutschland < &@#it » (A Er3g P H TR ERIA SRS IN% (40

41359.e34KaxiLc3eQc40LaxgMbN4Pa38Te0text=&docid=178241&pageIndex=0&doclang=EN&mode=Ist
&dir=&occ=first&part=1&cid=76592

* 1d. at para. 26.

7 1d. at para. 33.

* 1d. at para. 36.

¥ 1d. at para. 38.

“1d.

" ERETTBUERT 106 SR HIFE S4 9R AR T EISREARZE T T A BEREI 200 A fiE
Bz TRSEAME . ERENHEAFTFURAIR AR » LBEFIN L2 BIRERIEINHEREZ
FriEEAHE B AER  BEAREESIE ) - EAERIERETEH - BEEE R Z o3k
M AR SRR - PREERAZ LRI - BIeT R EE AT E A b s 28 -
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fEORERL) - SR R Z R B e R e s TR GREL) - 56
#Z LEGHERHE B &R BT - AR BERLER - E])E
(B ANER  BRERARE Z EEBE LR > #E AR RSB - HEERL &
BHEEE (ISP 563 HEUAEET R e et &R (B8 P fLabfEAE )
TEREES (HEHERE) - EHIRERA R A R E R E B 2 a AR it
BRMEZE R AT R EEATA Z ERHES AR E (E A - B8O E
EEFE A ERE 2R EASAIRG (SRR RR o RER T ) B
AR EEANSIERREE " a8z B (B8 TP firkk) 351
R A S5 2 o6 » BUHRA IS R B AT FE SR Ry Il AL -

MAHRZRE ARG B " SE afRE R B ) ZRPETRRE > Al 33
WABERRRE S = e B 2B R 2 B A T BB AR R TR, B F
fEZ5 8 Wit s = N EER Z HEZEHSIZENESEN > Z
BORHE R AR Ry 8 AN E R - (BB TEUABC A ILAI SR B Ry PR <7 Z 2155 - A
= FETEUARBE R R R A I L 2 HIE - MEERETFR DR ~ (5 - EEEE A AR
afgERZ AR R B R R 2 R IR B RS S B A f R AR e A
ARE (103 FEFE—F56 120 5HR) © &ESTTBUABINE R #n b 2 20
WA ELET ZIE S E R E A = A B & AT T B R AR (R PR R R A 2 T
2y (106 FEEHFE 54 58 - BOLAR BRI TEUAR 2 11572 FEEG
SR AZE R o ABRITEUAGAE A RS B E R I 5 2 B ER A
— I TEUARE < s ailE A B E M

£ IV

FLRATHL AT A B3 > TRE (& AR S AR B T BUA B AR R R R ZE R 2 0T
5 W RN Z s & 2 lse 2 RAE - WRBHIEEE T RIR
AUAMEE R HERFEERIREEE NERIRE L2 I A — 20 A2 E
PRER TR DL Z REOGRH E R BEE E BRI UT B E G AN &R
R A R > A EEIRRE - NMEE A RAAEZ PrIE T RE L 2 2R E - A
(REPREREZ BRI AT ERER AT SE TR R © IRIE - AT AR B Rt T B AR
TR KRES b2 e — DI (LB RS L - BEBIREI(EE ARG
BTS2 5[]

52 Opinion of Advocate General Campos Sanchez-Bordona delivered on 12May 2016(1) Case C-582/14
Patrick Breyer v. Bundesrepublik Deutschland, paras. 72-74.
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